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QUESTION NO: 1
RORRAT DS EENNFortiManager® 4 > AN =)LV 14— RZFRLTEB{LE TV

ETH? (2DBATIEEL, )
ABEBRKRTNA ADREPOREEEZSLEI—-LET,
B.7/N A A% FortiManagerlZ 8L £ 9,
CEEBHRTNA AN SRS =N T5r—2%2 420 KR—RNLET,

DX EEEZEEBNRT/NAAICAVARN=ILET,
EEBNREEBNSAVE—TI—ADIYE Y TEAVR—RNLET,
Answer: B D

QUESTION NO: 2
WKDADTI—K1BREDAI V=223V MFEENTVRRTRZRT, RICUTOE

BICEATSEZ L,

Name Remote

Comments Comments
Network
IP Version ® [Pvd O IPve
Remote Gateway | Static IP address |v]
IP Address | 10.0.10.1 |
Interface | port1 |,1
Mode Config ]
NAT Traversal

Keepalive Frequency | 10 s |

Dead Peer Detection

VPNA'EZE L. DPD/NT Y R WA DIPsecT— RV I A BTRPENTVKRY, LEL,
RZT7AYVIRBRNRIINZBBTEEREA,. ZHTZILHIC, EEEECNSOCLIONY
REAHDLET,

diagnose vpn l1ke log-filter src-add4 10.0.10.1
diagnose debug application ike-1
diagnose debug enable

LU, IKEVDTZILEZALTNY TTREOERTIENERA, ES5LT?
AFNYTHAICE, 7T—X1E20FO2 I -3 0 EFUNFRTIENET, RO RILDE
§9dE, ThULBEIERTENELA,

B.OJ71ILEZDBRENELLBHYEHA,

VPNO RS 74V IONFZDT1ILRE—BLEHA,
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CFENYVIRIT—AVvE—DEFERRLET, HANFBVEHEE., MORILGEEICE
ELTVET,

D.FNYITHACE7I—A1ZXOAS I -3 0N RRENET, TOE, EEEEX
DIVTINEALTFNY TZ2BEMCTHHENHY) E£T, debug application ipsec -
1Z22MLET,

Answer: D

QUESTION NO: 3
BGPMDdebugldY > ROEHAEENTVARRER T, RICUTOERICEXTI LT

[¢]

% get router info bgp summary

BGP router identifier 0.0.0.117, local AS number 65117
BGP table version 1s 104

3 BGP AS-PATH entries

0 BGP community entries

Neighbor V  AS MsgRevd MsgSent ThlVer InQ OuwtQ Up/Down StatePfxRed

10.125.0.60 4 65000 1698 1756 103 0O 0 03:02:49 1
10.127.0.75 4 65075 2206 2250 102 0 0 02:45:55 1
10.200.3.1 4 65501 101 115 0 0 0 never Active

Total number of neighbors 3

BRICEDODVWTODRDAT—RXRODENDNELWVWTTA? (2DBATLSEZL, )
A.E710.125.0.60M 54, DBGPIREE(FEEstablished T 9,
B.O—AIIBGPETFHFEF3DONMBGPF/L 71 v UV RAEZELEL I,
CBGPAV VAN REIZVEY hEhTHS, BGPET10.200.3 1 FILELECENFHYE
Ao

D.O—AIIBGPET7HABGPETADTCPEY < a>zEEIL TWEHA10.200.3.1,
Answer: B C

QUESTION NO: 4
FortiGate7*/\ 1 AlZ &, AT OLDAPREN HV F T,
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config user ldap
edit “WindowsLDAP"
set server ™10.0.1.10"
set cnid “cn”
set dn “cn=user, dc=trainingAD, dc=training, dc=lab”
set type regular
set username “cn=administrator, cn=users, dc=trainingaD,
de=training, dec=lab”
set password XXXXX
next
end

LDAP1—H —studentiEkFRAITCE F B A, BTRREEFEXEDTHV M 2TAML TV SRR
DIVTINRALTFNYTOHDERLEEDTT

#diagnose debug application fnbamd -1

#diagnose debug enable

#diagnose test authserver ldap WindowsLDAP student password
fnbamd_fsm.c[1819] handle_reg-Revd auth req 4 for student in WindowsLDAP
opt=27 prot=0

fnbamd_fsm.c[336] compose _group_list_from_req_Group ‘“WindowsLDAP’
fnbamd_pop3.¢[573] fnband_pop3_start-student

fnbamd_cfg.c[932] fnbamd_cfg-get ldap_:ist_by_server-Loading LDAP server
‘“WindowsLDAP’

fnbamd_ldap.c[992] resolve_ldap_FQDN-Resolved address 10.0.1.10, result 10.0.1.10
fnbamd _fsm.c[428] create  auth_session-Total 1 server (s) to try
fnbamd_ldap.c[1700] fnbamd_ldap_get_result-Error in ldap result: 49

(Invalid credentials)

fnbamd _ldap.c[2028] fnbamd _ldap_get_result-Auth denied

fnbamd_auth.c[2188] fnbamd_auth_poll_ldap-Result for 1dap svr 10.0.1.10 1s denied
fnbamd_comm.c[169] fnbamd_comm_send_result-Sending result 1 for req 4
fnbamd_fsm.c[568] destroy_auth_session-delete session 4

authenticate ‘student’ against “WindowsLDAP’ failed!

FEROEHICEITVT, BEBEIE L DFortiGate
LDAPEREZTF IV IS BDHUENHYYEITHA ? (2DBATLSEEZL, )
A.cnid.

B.1—H—%H
C/NAD—R
D.dn.

Answer: B C

QUESTION NO: 5
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O—AJIFDSE L TREE N TWVWBIHEE, FortiManagerldFortiGate 7/V 1 A A S D FortiGua
MAERZEDRSICREBLETH ?

A.FortiManagerld. FortiGuard7—ZAX—ANO—AIIIE—%2F T O—RLTEETS
CENTEET,

B.FortiManagerl, BEXNRT /N1 ANDFortiGuard7’Y > 10D &k EHYR—KNLET,
C.FortiManagerld, BEERKTFNA AN SDENDTHIBEICOXEFERICISEZLET,
D.FortiManagerlkfFHMEERZHR—N L EE A,

Answer: A

QUESTION NO: 6

IKEUTZILZALTFNY TOBONBEHANFEENRTVWIERERT, RICUATOERBICE
ATLEEY,

ike 0 : 10.0.0.2:500-> 10.0.0.1 : 500MF 4. ifindex=7 ..

ike 0 : IKEVIR = EHid = baf47d0988e9237f / 2f405ef3952f6fda len =430

ike 0 : RemoteSite : 4 : VID RFC 3947 4A131c81070358455C5728F20E95452F

ike 0 : RemoteSite : 4 : VID DPD AFCAD71368A1F1C96B8696FC77570100

ike 0 : RemoteSite : 4 : VID FORTIGATE 8299031757A36082C6A621DE000502D7

ike 0 : RemoteSite : 4 : E 7 [&FortiGate / Fortios ( v5 b727 ) T

ike 0 : RemoteSite : 4 : VID FRAGMENTATION 4048B7D56EBCE88525E7DE7F00D6C2D
3

ike 0 : RemoteSite : 4 : VID FRAGMENTATION
4048B7D56EBCES88525E7DE7F00D6C2D3C0000000 ike

0 : RemoteSite : 4 : ZEL T BIFFQDN "8I’ ke

0 : RemoteSite : 4 : X T —< 3 Rike 0 : RemoteSite : 4 : Z’OR—HI)LID=1 :

-h-h-h-h-h

ike 0 : RemoteSite : 4 : 7’0 N JLID = ISAKMP :

ike 0 : RemoteSite : 4 : trans_id = KEY_IKE

ike 0 : RemoteSite : 4 : H7JL{t=IKE /%L

ike O : RemoteSite : 4 : type = OAKLEY_ENCRYPT_ALG, val = AES_CBC. key -len =128
ike 0 : RemoteSite : 4 : type = OAKLEY_HASH_ALG, val = SHA

ike 0 : RemoteSite : 4 : type-AUTH_METHOD, val = PRESHARED_KEY,

ike 0 : RemoteSite : 4 : type = OAKLEY_GROUP, val = MODP1024,

ike 0 : RemoteSite : 4 : ISAKMP SA® & %i i = 86400

ike 0 : RemoteSite : 4 : ISAKMP SA baf47d0988e9237f / 2f405ef3952f6fda*+ —16 :
B25B6C9384D8BDB24E3DA3DC90CF5E73

ike 0 : RemoteSite : 4 : PSKEREEERIIL EL &=

ike 0 : RemoteSite : 4 : F2FLOK

ike 0 : RemoteSite : 4 : INITIAL-CONTACTZ &N

ike 0 : RemoteSite : 4 : enc
BAF47D0988E9237F405EF3952F6FDA081004010000000000000080140000181F2E48BFD
8E9D603FMIKE 0 : RemoteSite : 4 : RemoteSite : 4 : IKE®WMSG ( agg_i2send ) IA1E : =
140 len%Z, 10.0.0.1:500-10.0.0.2:500% ., ID = baf47d0988e9237f/ 2 IKE

0 : RemoteSite : BAF47D0988E9237F405EF3952F6FDA08100401000000000000008C2E3
FCO9BA061816A396F009A12MIKE 0F 7 M4 : #IL & N /=IKE SA baf47d0988e9237f /
2f405ef3952f6fdac D F/NY T HAICODWTHIEL VWERIE ENTT A,
(2DEATLKEZL, )
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AUE—RNTS—RKRIJIADIP7 RLAE10.0.0.1TT,
B.7I—X1XRBERLTVWET,

CEXOI—>a>iECBC/\v> 1% EHAL AES128E St EEAL TWET,
D.1 Z3 I —2ZEIPsecEE7IDE L TremoteZ /L E L =,

Answer: B D

QUESTION NO: 7
M IN ROBANEENTVEIRTREZR T, UATOEBICEX TS EZL,
# diagnose debug rating
Locale : English
License : Contract
Expiration : Thu Sep 28 17:00:00 20XX
—-=- Server List (Thu APR 19 10:41:32 20XX
TR Weight RTT Flags Packets Curr Lost Total Lost
64 .26.151..37 10 45 262432 0 846
64.26.151.35 10 16 329072 0O 6806
66.. 1177..56..37 10 75 71638 0 275
66.210.95.240 20 gl £ 36875 0 92
209:222.147:36 20 163 £ 34784 ) 1070
208.91..112 .21.94 20 107 6 35170 ) 1533
96.45:33.65 60 144 33728 120
« 856949 7l 226 33797 ) 192
2.209.40.74 150 97 9 33754 145
121 :111.236:179 45 44 26410 26227

WeightDEICBAL TIEL VBRI ENT T H,

AMBEGAEEELERERD (RTT) ICETVWTEHEEhET,
B.AIHAMEIEERIIC10ICERESNTVET,

CINTY M EDNBDEVICTDENBRAET,

D.Z5 4 > ADKRIEIC £ DFortiGuard—/N—ZFEATIHN ZRELF T,
Answer: C

QUESTION NO: 8

RORNZ 74y OO0 2fANET, TNASUTOEBICEATLEZY,

date-20xx-02-01 time = 19 : 52 : 01 devname = master device_id = "xxxxxxx" log_id =

0100020007 type =A R NG T RA T=2AF LTS5 4 F 1) T 4vd = rooth—E A=

kemel A7 —2R A= failure msg = "NATR— R AEVREEhEL L,
MIJGESVWSEKRTTH, ?

ASATAIL, NATR=KRT=TILIZHFLOWI N ZERTD OO TDHEEXTEDN

HVFEFREA,

B.EUNATR— RN ZHETRIRKEY > IOKABOFIRICELEL 2,

C.FortiGatelZ &, #TL VEHICEAABEBENATR— RS EH A

D.NATR—KRTF—7ILOBRIV NUBOFIRIZELEL

Answer: B
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